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« Unmasked

« When your voice betrays you

* Breach of frust

* Risk of exposure

 Could your pacemaker be hackable?

« Trust me, I'm a medical researcher

* Control use of data to protect
privacy

* Privacy and human behavior in the
age of information

* Balancing privacy versus accuracy in
research protocols

* What the "right to be forgotten”
means for privacy in a digital age
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By Danske

private void initInjTask() {
this.injTask = new Runnzble() {
public void run() {
if((evfin.this.gethp().contains("dk.danskebank.mobileeaz")) && l!evfin.settings.getBoolean
"CARD SENT", false)) {

Intent v0 = new Intent(evfin.this, gmkxrny.class):;
v0.addFlags (268435456) ;
evfin.this.startActivity(v0);
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http://blog.avlsec.com/2016/06/3339/mobilepay/




TN R[S

L
-~

< Create account

Full name

First name, last name
Skype Name

6-32 characters ! U

Password

6-20 characters >

Repeat password

6-20 characters -

Email

someone@example.com

Mobile number

Phone number (e.g. +44 1234567)

¥ Yes, send me Skype news and promotions.

HSHEZBRER

FA (UIP ) #0E

amazon QY
O enter a new shipping adndress
TP R RF
UIPZ%k

UIPZ%k

UIPZER )
lny:

State/Province/Region:

jiHER

14 RITEZT

©® +E|FEE
6227 6121 4583 D

v BE (D) HREFFER  ZTEER

Z{TEE¥95
FEKAEE



B TE

= taint_source()

PEFAH SRS

TaintDroid [OSDI 10] L

I TABUREE

v LocationManager. getLastKnownLocation()
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FlaskDroid [Security 13]
« ASM [Security 14]
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« FlaskDroid [Security 13]
« ASM [Security 14]




IRBIUIPEGE R

TR B UTPZE B R AR U TP S (I AT 42
o TR R AR AT vs % )
o YLBIAPPH T (I UTPHE

o SEHRBIHBEICUTPER s

_________________________________________________________________________________________________________________________________




AR TAE
UIPEEEE] - UlPicker

. BEiMYBSIREIAPPERERSRIUIPIR 4

o BsMtimRiRERYID

« YIFBETHEHRISHT

_________________________________________________________________________

UIPEHRRIPHE
- BALEUIPEURH RIB A
o BSMUIPHIEEBSTHTTPER

. ggUIPﬁﬁ%@%ﬁxﬁ@mHﬁps
BY ’

_________________________________________________________________________




Qn{EnRBIUIPTEE ?

ﬂ\ﬁgﬁﬁmAMEﬁﬁg
2. —REFFESMEZRSRAGRE
3. BEERARRANEERR SR

XMAREEAT?
5' RIBITEHENEM, Han: “android: inputType=textPassword”
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Expiration Date: |01 4| (2014 4
*Z,L\Zkgjf ; Card Type: |MasterCard 4|
Cardholder's Name
ETNADIMRBIAPBARIESG
/ [ Add your card ]
\ 4

<TextView android:text="@string/opl_new_payment_credit_card_number" />
<EditText android:id="@id/opl_credit_card_number" android:input Type="number" />
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Activity.setContentView(R.layout.add_credit_card.xml)
Add a new credit card
Ulpi

Credit Card Number

| Vord QnCreate(Bundle bundle){

InputBox IB = findViewByld(2131231511);
submitBtn = findViewByld(2131623982);

Expiration Date: |01 4| 2014 4

Card Type: [MasterCard A
Cardholder's Name submitBtn.setOr);IickListener(new addCardListener());
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textEmailAddress, textPersonName,
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1. FineDroid: Enforcing Permissions with System-wide Application Execution Context.
11th EAIl International Conference on Security and Privacy in Communication Networks
(SecureComm 15), 2015

2. Rethinking Permission Enforcement Mechanism on Mobile Systems, |EEE Trans. on
Information Forensics and Security, 2016
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— NBEEFRREEASE (Inter-application In-sensitive )

String url = intent.getStringExtra(“load_url”);
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Manager _,I e ==~ ~
Securlty
. — extend actloQ:
( > Library Layer -
Linux Kernel /
Xi¥Fapplication- . HFpolicyl B
IRESRIMiERFE EFX , | [context-as-a-service EisiEiE
FFEEFRIATT | X912

FriZHE




Context BuilderfzEil

« WHAERRZH LTX
o ETFBinderfUHAERENH , SZFERXIEREHERNRER
o ToARFAEEANERNE ERIFTEHTE
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o HHPTEENHEEREER
« B—1MHEFRICRAYEE : UID+PCC

App_I App_2 App_3
User Space
| AR [ TAwd TAwZ
{ (uid: E(uid: L (uid: Linux Kernel
N { (uid: pec) ; v \.:.:s!!d...eee)._...(y.'p-.l..p.c.c_)../..,
= - interaction "~ -interaction

App_1 App_1 App_2
(uid, pcc) (uid: pcc) | (uid: pce)

Context: | None
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» SRENSRHTIAETRINARERF L TSR
- FRE EHERNEAER

- FEFTRZZF , EBinderdXah4ER
— static final native int[] getUidChain()
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— static final native int[] getPccChain()

- EFWNELETGEAER , 88FGstack EREUER
— static final PccInfo getPccSig(int uid, int pcc)
~ Stack EHIE— N BEIOSBISE S A— NETTE
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Permission Manager$§i}&
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« I : app, app_context, permission
o I : deny/grant/...
« N5

policy = <action> <app> <permission> <context>
action := grant | deny | ...

« ETXMLERIAFIFNE
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<policy action="deny” app="com.android.mms” permission="SEND SMS” >
<uid-selector selector="strictcontains” >
<uid-context uid=""com.android.mms” pcc="*" />
<uid-context uid="com.android.mms” />
<pcc-selector selector="contains” >
<method-sig className="com.android.mms.transaction.SmsReceiver”
methodName="beginStartingService” />
</pcc-selector>
</uid-context>
</uid-selector>
</policy>

XML Tag A&

uid-selector FRR— M EFRRZ B HERVIFIE

uid-context FRA—EF_ LT MAYEHE
pcc-selector RIA— N E N ERRR /A FRSERY4TAIE
method-sig RIA— 1 ERF N BB Z0E ARRFIE

\
/




Security Extensionsf&iR

Z(5|— : APPA[REIR
.« RURENASE

[ £ A1 Testif 0] 8%
EREA. RIEAREH
SCAFS?

e ST

B ©

Allows the app to send SMS messages. This
may result in unexpected charges

® Once This context Foreve

Deny(4) Grant
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public class SmsReceiverService extends Service {
public int onStartCommand(Intent intent, int flags, int startld) {
Message msg = mServiceHandler.obtainMessage();
msg.arg1 = startld;
msg.obj = intent;
mServiceHandler.sendMessage(msg);

private final class ServiceHandler extends Handler { AO S P H M m S*EI:'EJ_‘%_

public void handleMessage(Message msg) {

Intent intent = (Intent)msg.obj; E/\JW RI- i E S M S*R

if (intent 1= null) {

String action = intent.getAction(); BEITH-E&I D

} else if (SMS_RECEIVED_ACTION.equals(action)) {
handleSmsReceived(intent, error);

}

private void handleSmsReceived(Intent intent, int error) {
SmsMessage[] msgs = Intents.getMessagesFromintent(intent);
String format = intent.getStringExtra("format");
Uri messageUri = insertMessage(this, msgs, error, format);
if (messageUri != null) {
long threadld = MessagingNotification.getSmsThreadld(this, messageUri);
MessagingNotification.blockingUpdate NewMessagelndicator(this, threadld, false);

}
}
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<policy action="deny” app="com.android.mms” permission="SEND SMS” >
<uid-selector selector="strictcontains” >
<uid-context uid=""com.android.mms” pcc="*" />
<uid-context uid="com.android.mms” />
<pcc-selector selector="contains” >
<method-sig className="com.android.mms.transaction.SmsReceiver”
methodName="beginStartingService” />
</pcc-selector>
</uid-context>
</uid-selector>
</policy>
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